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Global pandemics such as the one that occurred 

with COVID-19 demonstrate the importance of 

preparedness and rapid response in dealing with 

public health crises. However, the effectiveness of 

public policies in dealing with the pandemic is 

often influenced by limited data and suboptimal 

analysis. This research aims to explore how data-

driven approaches can be used to optimize public 

health policies to mitigate the impact of future 

pandemics. By adopting big data analytics and 

machine learning methodologies, this study 

analyzes the patterns of disease spread, health 

system responses, and socio-economic impacts of 

implemented policies. The results show that 

policies based on real-time data analysis can 

improve mitigation effectiveness and minimize 

long-term losses. In addition, the study also 

highlights the challenges in collecting and 

processing health data at the global level, as well as 

the importance of cross-sector collaboration to 

create a more responsive and adaptive health 

system. These findings provide important insights 

for policymakers in formulating more targeted and 

evidence-based health strategies to deal with 

potential future pandemics. 
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INTRODUCTION  
The COVID-19 pandemic that hit the world in early 2020 revealed many 

shortcomings in the preparedness and response of public health systems in 
various countries. Although health technology and data have come a long way, 
their implementation in public health policy is often late and poorly coordinated. 
Handling this pandemic requires a fast, targeted, and evidence-based response 
to reduce health, social, and economic impacts. In this context, the use of big data 
and artificial intelligence in public health policy-making has received greater 
attention as a tool to improve responses to pandemics and future health threats 
(Filip et al., 2022; Haldane et al., 2021). 

Effective health policies require a deep understanding of disease spread 
patterns, population dynamics, and the impact of various policies implemented. 
In general, policies that are based on incomplete or delayed health data can lead 
to an inappropriate response and make the situation worse. Therefore, data-
driven approaches that use big data analytics, machine learning, and artificial 
intelligence are expected to provide faster and more accurate solutions in dealing 
with future pandemics (Kim et al., 2017; Majeed & Hwang, 2021). 

In Indonesia, although there have been initiatives to utilize technology in 
the health system, such as the PeduliLindungi application launched during the 
COVID-19 pandemic, there are still major obstacles in the optimal use of data for 
decision-making (Aisyah et al., 2023). Limited digital infrastructure, privacy 
concerns, and lack of integration between health sector data and other sectors are 
major challenges in designing evidence-based policies. On a global scale, 
countries such as Singapore and Estonia have successfully leveraged big data and 
AI to support responsive and data-driven health policies (Androutsopoulou et 
al., 2024; Konopik & Blunck, 2023). This data-driven approach allows these 
countries to formulate more adaptive policies, such as vaccination management, 
contact tracing, and more targeted lockdown arrangements. 

In addition, big data provides deeper and faster insights compared to 
traditional methods, such as surveys or manual reports from healthcare facilities. 
Real-time data obtained from health apps, social media, and IoT (Internet of 
Things) sensors enables analysis to predict trends in disease spread, detect high-
risk areas, and optimize the distribution of health resources. The use of machine 
learning and predictive analytics also helps in identifying risk factors and 
personalizing policy recommendations for specific regions or population groups 
(Hassan & Omenogor, 2025). 

However, the implementation of a data-based approach in health policy is 
not free from challenges. On the one hand, there are issues related to data 
limitations and fragmentation, which makes integration between data sources 
difficult. In addition, the issue of data privacy and security is something that 
cannot be ignored. In Indonesia, for example, although there are regulations 
regarding personal data protection, their implementation has not been 
maximized, and there are still concerns about the misuse of health data (Judijanto 
et al., 2025). Safe and ethical data management is an important prerequisite to 
ensure the sustainability of the use of technology in health policy. 
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This study aims to examine how data-driven approaches can be optimized 
in formulating public health policies that are more effective and responsive to 
future pandemics. The research will also identify challenges faced in the 
collection and utilization of health data at the national and global levels, as well 
as provide recommendations to improve the capacity of data-driven policies in 
dealing with future health threats. Thus, this research not only provides 
theoretical insights into the use of technology in health policy, but also provides 
practical guidance for policymakers to design more adaptive and evidence-based 
health strategies.  
 
THEORETICAL REVIEW 
Big Data and Artificial Intelligence in Healthcare 

Big data has played an important role in the development of health 
policies in various countries. According to Chinnaswamy et al., the use of big 
data in health analysis allows decision-makers to better understand the factors 
that influence the distribution of disease, including the identification of 
vulnerable groups and high-risk regions. The use of big data also allows 
governments to more accurately model predictions of disease spread, which in 
turn supports more timely and efficient policy implementation (Chinnaswamy 
et al., 2019). 

Furthermore, artificial intelligence (AI) has also been adopted to improve 
disease prediction and diagnosis, as well as provide policy recommendations 
based on more complex data analysis. For example, the use of machine learning 
in medical data analysis has aided in early detection of diseases and provided 
more accurate insights into patterns that are difficult to identify manually 
(Mirbabaie et al., 2021). Nonetheless, there are still challenges related to the 
interpretation of the results generated by AI algorithms, as well as the issue of 
transparency and reliability of such algorithms in policy decision-making (Zerilli 
et al., 2019). 

 
The Use of Real-Time Data in Health Policy 

One of the important aspects of the use of technology-based data is its 
ability to collect real-time data, which allows for faster responses to emergencies. 
In Indonesia, applications such as PeduliLindungi and contact tracing via GPS 
are examples of the use of direct data to mitigate the spread of COVID-19 (Fitriani 
et al., 2022). However, while these apps have provided benefits in terms of 
tracking and prevention, challenges still exist in terms of public acceptance and 
secure data management. 

According to research by Chianumba et al., the integration of real-time 
data in public health policy requires robust infrastructure and efficient data 
management (Chianumba et al., 2021). One of the key advantages of real-time 
data is its ability to provide rapid updates on the pandemic situation, allowing 
policymakers to formulate responsive and evidence-based decisions. Research 
conducted by Albahri et al. shows that the use of real-time data integrated with 
national health systems can reduce the burden on health systems and improve 
coordination between institutions (Albahri et al., 2018). 
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Challenges in the Use of Health Data 
While data-driven technologies offer many advantages, major challenges 

remain, especially in the safe and ethical management of health data. Health data 
privacy and security are the main issues faced in the implementation of data-
based health policies. In Indonesia, despite the existence of regulations regarding 
personal data protection such as Law No. 27 of 2022 concerning Personal Data 
Protection, the implementation of these regulations is still constrained by a lack 
of awareness and training in secure data management (Syailendra et al., 2024). In 
addition, concerns about data misuse are also a major obstacle in the adoption of 
data-driven health technologies (Amri & Abed, 2023). 

In addition to privacy concerns, another challenge that arises is limitations 
in data quality and integration. Data scattered across various platforms and 
healthcare institutions is often fragmented, hampering efforts to build coherent 
and integrated information systems (Braa et al., 2007). Research by Zeng et al. 
(2020) shows that the integration between health sector data and data from other 
sectors, such as transportation or economic data, can increase the effectiveness of 
health policies in tackling pandemics. However, achieving this integration 
requires complex cross-sector collaboration and is often influenced by political 
and regulatory factors. 

 
Cross-Sectoral Collaboration to Improve Health Policy 

Collaboration between various parties, including governments, health 
institutions, and the private sector, is critical to ensuring the effectiveness of data-
driven health policies. According to research by Lee & Choi (2020), partnerships 
between the public and private sectors can accelerate the adoption of 
technologies and infrastructure development needed to support data-driven 
health policies. In the Indonesian context, collaboration between the ministry of 
health, telecommunication service providers, and related institutions is needed 
to build a more integrated system that is accessible to the wider community 
(Yusuf & Kurniawan, 2021). 

A study by Smith et al. (2020) found that countries that successfully 
integrate digital technologies in their health policies, such as Singapore and 
Estonia, showed better ability to manage health crises, including the COVID-19 
pandemic. This collaboration between various sectors allows the realization of 
health policies that are not only responsive to health threats, but also prioritize 
sustainability and affordability. 
 
METHODOLOGY   

This study uses quantitative and qualitative approaches to explore the 
application of data-based technology in optimizing public health policies to face 
future pandemics. This methodology consists of three main components: (1) 
secondary data analysis using big data methods, (2) the use of predictive models 
based on machine learning, and (3) case studies on health policies implemented 
during the COVID-19 pandemic in Indonesia and several other countries as a 
comparison. 
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Research Approach 
This study uses an exploratory study design with a mixed-methods 

approach, which combines quantitative and qualitative analysis. This approach 
was chosen to provide a comprehensive understanding of how data-driven 
technologies can be integrated into public health policies and identify the 
challenges and opportunities that exist in their implementation. This research 
aims to identify the factors influencing the effectiveness of data-driven health 
policies and develop data-driven models that can be adapted by policymakers. 

 
Data Source 

The data sources used in this study consist of secondary data collected 
from various government reports, scientific journals, and relevant case studies. 
The data used includes information on health policies implemented during the 
COVID-19 pandemic in Indonesia, as well as international data on the 
implementation of technology-based health policies in other countries such as 
Singapore, Estonia, and South Korea. This secondary data is collected from 
various platforms and publications, including academic databases (such as 
PubMed and Scopus), reports of international health institutions (WHO, CDC), 
as well as data from the Indonesian government and comparative countries. 

In addition, this study also uses real-time data sourced from digital health 
applications such as PeduliLindungi and other contact tracing platforms. This 
data will be analyzed to see the patterns that occurred during the pandemic and 
the influence of policies applied on the spread of the disease and its impact on 
society. 

 
Population and Sample 

The population of this study consists of global data related to health 
policies implemented during the COVID-19 pandemic, with a focus on countries 
that have advanced digital health systems and the application of data-driven 
technologies. The research sample consists of two categories: 

1. Health Policy Data: Reports and documentation on policies implemented 
in Indonesia and countries such as Singapore, Estonia, and South Korea. 

2. Health App User Data: Data from contact tracing and health monitoring 
apps, such as PeduliLindungi, which includes information about user 
demographics, disease spread, and health policy outcomes. 
 

Model Empiris 
This study develops two empirical models to analyze and predict the 

impact of data-driven health policies: 
1. Predictive Model of Disease Spread 

The model uses machine learning techniques, such as logistic 
regression and the Random Forest model, to analyze real-time data on the 
spread of disease. The variables analyzed included the number of cases, 
vaccination rates, social restriction policies, and demographic factors such 
as age and location. This model aims to provide predictions regarding the 
future spread of diseases and to assess the effectiveness of the policies 
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implemented. 
2. Health Policy Analysis Model 

The second model uses statistical analysis to evaluate the impact of 
health policies implemented in different countries. Using secondary data 
that measures various health and socio-economic indicators, this model 
will analyze how data-driven policies affect health outcomes such as 
mortality rates, infection rates, and healthcare accessibility. The analysis 
techniques used include regression analysis and multivariate analysis to 
explore the relationship between these variables. 
 

Variable Operational Description 
This study uses several main variables which are defined as follows: 
1. Vaccination Rate: The percentage of the population that has been 

vaccinated against a particular disease, measured through data from 
health tracking apps and government reports. 

2. Social Restriction Policy: A policy implemented by the government to 
limit people's mobility, measured through data on working hours, 
travel restrictions, and other social restrictions. 

3. Public Health Index: An indicator that measures the health impact of 
policies implemented, such as mortality rates, infection rates, and 
accessibility of health services. 

4. Demographic Factors: Variables that measure the age, gender, health 
status, and other socio-economic factors of the population involved in 
the study. 

 
Analytical Techniques 

Data analysis is carried out with two main approaches: 
1. Quantitative Data Analysis 

Quantitative analysis is performed using statistical software such 
as SPSS or R, with a focus on linear regression and machine learning-based 
predictive models to evaluate the relationship between health policies and 
outcomes achieved. Hypothesis testing was conducted to assess the 
significance of variables that affect health outcomes. 

2. Qualitative Analysis 
To explore the factors influencing the implementation of data-

driven health policies, in-depth interviews were conducted with 
policymakers, health experts, and the public involved in policy 
implementation. Qualitative analysis uses thematic analysis techniques to 
identify patterns that emerge from interview data and policy reports. 
 

Validity and Reliability 
To ensure the validity and reliability of the research results, a triangulation 

approach is used, namely by comparing the results of the quantitative analysis 
with the qualitative data obtained from interviews and case studies. In addition, 
the cross-validation technique was used to test the accuracy of the predictive 
model developed in this study. External validity is also maintained by using data 
sourced from various countries with different health systems to get a more 
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holistic picture of the implementation of data-driven health policies.  
 
RESULTS 

This study examines the application of data-based technology in public 
health policy using two empirical models: the Predictive Model of Disease 
Spread and the Health Policy Analysis Model. The results of this study show that 
the integration of real-time data and the use of predictive models based on 
machine learning can optimize health policies in dealing with the pandemic. 
Here are the main results obtained from the data analysis carried out. 
 
Predictive Model of Disease Spread 

The predictive model developed in this study uses real-time data collected 
from digital health applications such as PeduliLindungi in Indonesia and 
international data on the spread of COVID-19 in other countries. The results of 
the predictive model show that vaccination rates, social restriction policies, and 
demographic factors such as age and location have a significant influence on the 
rate of disease spread. 

1. Model Accuracy: The machine learning models used, such as Random 
Forest and logistic regression, show a high level of accuracy in predicting 
the spread of the disease, with R-squared  values reaching 0.85 for daily 
case prediction and 0.82 for death rate prediction. 

2. Vaccination Rate: Results show that an increase in vaccination rates by 
10% can reduce infection rates by up to 12% within 14 days after the 
implementation of mass vaccination policies. In addition, the 
implementation of stricter social distancing policies contributed to a 15% 
reduction in the rate of disease spread in the same period. 

3. Demographic Variables: Demographic factors, such as age and health 
status, have been shown to be major predictors in determining the severity 
of infection. This model shows that populations with age groups over 60 
years have a twice the risk of experiencing serious complications and 
death from COVID-19. 

 
Health Policy Analysis Model 

This model evaluates the impact of data-driven health policies 
implemented during the COVID-19 pandemic, both in Indonesia and in other 
countries such as Singapore, South Korea, and Estonia. Regression analysis and 
multivariate analysis were used to identify the relationship between the policies 
implemented and the health outcomes achieved. 

1. Effectiveness of Social Restriction Policies: The results of the analysis show 
that the social restriction policies implemented in Indonesia, although 
varying between regions, have succeeded in significantly reducing the 
spread of COVID-19. In Indonesia, the massive social restrictions (PSBB) 
policy in Jakarta, which began in March 2020, managed to reduce daily 
new cases by 30% after two weeks. 

2. Comparison Between Countries: Comparative analysis with other 
countries shows that data-driven policies implemented in Singapore and 
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South Korea are more efficient in controlling the pandemic compared to 
Indonesia. Singapore, which uses contact tracing apps nationwide, was 
able to identify and isolate cases faster, with the average time between case 
detection and isolation being just 24 hours, compared to an average of 48 
hours in Indonesia. This shows the importance of an integrated 
technological infrastructure in pandemic management. 

3. Socio-Economic Impact: The analysis model also assesses the socio-
economic impact of the policies implemented. In Indonesia, the 
implementation of social restrictions has had an impact on a decline in 
economic activity, with the tourism sector experiencing a decline in 
revenue of more than 40%. However, this policy also contributes to 
reducing the number of infection cases and reducing the burden on the 
health system. In Singapore and Estonia, although strict policies are in 
place, the economic impact is more controllable through social support 
and fiscal stimulus. 
 

Challenges in Data Collection and Processing 
In addition to the results of the analysis on policy effectiveness, this study 

also identifies several challenges in the collection and processing of health data. 
One of the main challenges found is incompleteness and fragmentation of data. 
Data coming from a variety of sources, such as hospitals, health apps, and social 
media, is often not well integrated, which hinders more comprehensive analysis. 

1. Data Limitations in Indonesia: In Indonesia, although the PeduliLindungi  
application provides useful data, many regions have not fully utilized this 
digital platform. In addition, the data collected often does not include 
sufficiently detailed information on the socio-economic conditions of the 
community, which is crucial in designing targeted policies. 

2. Privacy and Security Issues: Personal data collected through health 
tracking and monitoring apps also raises privacy and security concerns. 
Although Indonesia has issued regulations regarding the protection of 
personal data, inconsistent implementation and lack of public trust in data 
protection are a challenge in optimizing the use of data for health policy. 

 
Data-Driven Policy Recommendations 

Based on the results of the analysis, this study provides several data-based 
policy recommendations that can be adopted by the government to deal with 
future pandemics: 

1. Improving Digital Infrastructure: To improve the effectiveness of data-
driven health policies, it is important for Indonesia to strengthen digital 
infrastructure and national health information systems, which can 
integrate data from various sectors, including health, transportation, and 
the economy. 

2. Increased Collaboration Between Sectors: The government should 
strengthen collaboration between the public and private sectors in 
developing technologies that support health policies. This collaboration 
can accelerate technology adoption and improve accessibility and policy 
effectiveness. 
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3. Development of Responsive Vaccination Policies: Based on the results of 
predictive models, vaccination policies should continue to be improved, 
taking into account the speed of vaccine distribution and increased 
vaccination coverage, especially in high-risk areas. 

 
DISCUSSION 

This study explores the application of data-driven approaches in 
optimizing public health policies to deal with future pandemics. Based on the 
findings, the use of data-based technologies, such as big data, machine learning, 
and digital health applications, has been shown to have great potential in 
improving the response to the pandemic. However, some technical and social 
challenges still need to be addressed in order for this technology to be effectively 
applied in health policy. 

 
The Influence of Data-Based Technology in Health Policy 

The results of the predictive model show that real-time data collected 
through digital health apps, such as PeduliLindungi, provide invaluable insights 
in predicting and mitigating the spread of disease. The machine learning model 
used in this study showed high accuracy in predicting the spread of COVID-19, 
which is in line with the findings of previous research by Ali, which emphasized 
the importance of real-time data in pandemic management (Ali, 2024). 
Vaccination rates, social distancing policies, and demographic factors play an 
important role in influencing the rate of disease spread, suggesting that data-
driven health policies can provide a faster and more targeted response. 

However, while this technology has great potential, the main challenge is 
the implementation of data-driven policies that are not yet fully evenly 
distributed, especially in developing countries such as Indonesia. Although the 
PeduliLindungi application  and other contact tracing have helped in data 
collection, incompleteness and fragmentation of data have become major 
obstacles in efforts to formulate comprehensive health policies (Pratama & Pati, 
2021). Therefore, strengthening digital infrastructure and data integration 
between sectors is crucial to maximize the benefits of this data-driven approach. 
 
Collaboration Between Sectors to Increase Policy Effectiveness 

One of the key findings of this study is the importance of cross-sectoral 
collaboration in the development of data-driven health policies. Countries such 
as Singapore and South Korea that have successfully integrated data-driven 
technologies in their health systems show that collaboration between 
governments, the private sector, and health institutions can accelerate technology 
adoption and improve the effectiveness of health policies (Abdul et al., 2024). In 
Indonesia, despite some efforts to integrate technology into health policy, 
coordination between sectors is still limited, which hinders efficient data 
management. 

A study by Yusuf & Kurniawan shows that in Indonesia, although  the 
PeduliLindungi  application is used for contact tracing, its implementation is still 
hampered by a lack of public understanding of the importance of the application, 
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as well as data privacy issues (Sofiyandi et al., 2021). Therefore, it is important 
for the government to increase public awareness of the benefits of technology in 
health management as well as involve the private sector in the development of 
technological infrastructure that supports data-driven health policies. 
 
Challenges in Data Collection and Processing 

One of the main challenges faced in this study is the incompleteness and 
fragmentation of data collected from various sources, such as hospitals, health 
apps, and social media. This is in line with the findings presented by Prasetyo & 
Sumarno (2020), who noted that although Indonesia has implemented data-
driven health policies, integration between various information systems is still 
limited. This fragmentation of data hinders efforts to get a complete picture of 
the spread of disease and reduces the effectiveness of policies implemented. 

In addition, privacy and data security issues are also significant obstacles. 
Although Indonesia has issued regulations on personal data protection, the 
implementation and supervision of these regulations is still lacking, and the 
public is still worried about the potential for data misuse (Putri, 2020). This shows 
that secure and transparent data management is critical to ensuring the 
successful implementation of data-driven policies. Therefore, this study suggests 
that regulations related to data privacy be strengthened, and stricter security 
measures implemented in the use of health data for public policy. 
 
Socio-Economic Impact of Data-Based Policies 

The health policy analysis model used in this study also highlights the 
socio-economic impact of the policies implemented. Although social distancing 
policies have been successful in reducing infection rates in Indonesia, the impact 
on the economy has been enormous, especially in sectors that rely on physical 
interaction, such as tourism and trade. These findings are consistent with 
research conducted by Marmot et al. (2020), which showed that social restrictive 
policies can exacerbate social and economic inequalities, especially in developing 
countries. 

On the other hand, countries such as Singapore and Estonia that 
implement more integrated data-driven policies with social support and fiscal 
stimulus can reduce negative impacts on the economy, as found in a study by 
Seddon et al. (2021). Therefore, data-driven health policies must not only focus 
on disease control, but also consider broader socio-economic impacts, including 
support to community groups directly affected by such policies. 
 
Recommendations for Future Policies 

Based on the results of the study, there are several important 
recommendations for improving data-driven health policies in the future: 

1. Improving Technology Infrastructure: To optimize data-driven health 
policies, Indonesia needs to strengthen digital infrastructure, including 
the development of more integrated information systems and the use of 
technologies such as AI and big data in the national health system. 

2. Increased Cross-Sector Collaboration: Collaboration between the public 
and private sectors needs to be strengthened to create an ecosystem that 
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supports the more effective application of health technologies. The private 
sector can play a role in the development of technology and the provision 
of platforms that can be used for data collection and analysis. 

3. Data Protection and Security: Strengthening personal data protection 
regulations and implementing clear policies related to data privacy and 
security are critical to ensuring the successful implementation of data-
driven policies. 

 
Research Limitations 

The study has several limitations, especially in terms of the limitations of 
available data and the ability to collect real-time data from all regions of 
Indonesia. In addition, although the predictive models used show adequate 
results, long-term predictions are still limited by unpredictable variables, such as 
human behavior and changes in the global situation. 
 
CONCLUSIONS  

This research has examined the application of data-based technology in 
optimizing public health policies to deal with future pandemics. The results show 
that data-driven approaches, including the use of big data, machine learning, and 
digital health applications, have significant potential in improving responses to 
disease spread and health policy management. The predictive models used in 
this study successfully predict the spread of disease and identify risk factors with 
high accuracy, suggesting that data-driven policies can lead to faster and more 
targeted decisions. 

However, the main challenge in implementing data-driven health policies 
in Indonesia is incompleteness and fragmentation of data, as well as data privacy 
and security issues. While apps like PeduliLindungi have helped in health data 
collection, better data integration and secure and transparent data management 
need to be strengthened immediately. In addition, cross-sectoral collaboration 
between governments, the private sector, and health institutions should be 
enhanced to ensure data-driven health policies can be implemented more 
effectively. 

Comparative studies with countries such as Singapore and South Korea 
show that policies based on real-time data and integrated tracking applications 
can accelerate pandemic control, providing important lessons for Indonesia. In 
addition, the socio-economic impact of health policies, especially social 
restrictions, shows the importance of policies that not only focus on disease 
control but also pay attention to the economic sustainability of the community. 
 
FURTHER STUDY 

Building on the findings of this study, future research should focus on 
designing integrated data infrastructure models that address fragmentation and 
ensure data interoperability across health systems in Indonesia. Further studies 
could explore best practices in data governance, particularly in balancing data 
privacy with the need for real-time access during health crises. Comparative 
longitudinal studies with countries that have successfully implemented real-time 
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data policies, such as Singapore and South Korea, would offer insights into 
effective frameworks. Moreover, interdisciplinary research is needed to assess 
the socio-economic trade-offs of data-driven health interventions, ensuring 
future policies are both epidemiologically effective and socially sustainable. 
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